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Agenda

www.dotgov.gov DNSSEC Interface
DNS Administrator Expectations
Tools and Tips

http://www.dotgov.gov/


www.dotgov.gov Interface

http://www.dotgov.gov/


www.dotgov.gov Interface

Upload the one KSK per domain to 
establish initial trust
www.dotgov.gov will monitor name 
servers for future changes
Key changes will trigger email to 
Admin POC and Technical POC

http://www.dotgov.gov/
http://www.dotgov.gov/


DNS Admin: Best Practice

1 Active KSK per domain  (2 yr cycle)
1 Active/1 Pre-pub ZSK per domain (90 
day cycle)
RSASHA1 2048 bit keys (NSEC or NSEC3)
www.dotgov.gov will monitor and email 
when cycles are due after initial upload

http://www.dotgov.gov/


10 Minute DNSSEC: Steps

Offline Key Generation
Offline DNSSEC Zone Signing
www.dotgov.gov communications
Offline Key Rolling and 
Maintenance

http://www.dotgov.gov/


Offline DNSSEC Application

Client application contained on CDROM
Useful to rapidly learn the steps and get 
domains signed
Limits options to acceptable lengths and types
Tabs from left to right are the steps
Generates all keys with one click
Stores repository in $HOME directory
Signs zone files and generates a 
www.dotgov.gov keyset upload file

http://www.dotgov.gov/


Example Zone Signing Output



Additional Resources

• www.dotgov.gov/Quickstart.html
• www.dotgov.gov/DNSSECFaq.html
• www.dnssecreport.com – tests and 

tips

http://www.dotgov.gov/Quickstart.html
http://www.dnssecreport.com/


Questions?
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