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The reality of a new era of warfare

"In an Air Force that is a lot of times focused on kinetic activity—read 
that read as F-16 (Fighting Falcons) and 2,000-pound bombs—not at 
warfare conducted in a different manner at the speed of light, cyber 
operations require some new thinking." 

"Our trouble today is that we're always shooting behind the rabbit. We 
wait for the latest exploit, and then when something bad happens, we 
figure out how to fix it.”

Maj. Gen. William Lord

Commander of Air Force Cyber Command (Provisional)
May 2009

SOURCE:  Air Force Cyber Command Web site, http://www.afcyber.af.mil/news/story.asp?id=123149009
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Facing a complex threat spectrum

Broad threat spectrum
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Evolution of Computer Security
The uniqueness of cyberspace can best be described by: volume, speed, intent, its 
borderless and convergence of technologies and disc iplines with a need for public/private 
interface. More than the speed of the communications , the rate of change of cyberspace, 
and the applications that use it, is continuous, ma king this domain ever evolving.

Emphasis on geo-political threat implications 
using offensive strategies and tactics

Emphasis on processes to measure 
confidence one has in a security 

system

Emphasis on technology focused safe-guards
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Working against tough challenges

Complex challenges

• New demand
• Opportunity
• Public access 
• Device unawareness 
• Limited resources
• Time-intensive solution
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A multi-faceted cyber security strategy

Protect a perimeter-less 
enterprise and enable 
cross-domain information 
sharing

Anticipate subtle 
and sudden threats 
from the out-side 
and from the “wild”
and organizing a 
quantifiable 
response

Ensure high-end 
and high-fidelity 
confidence in the 
delivery of mission-
critical applications
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Sustain the design, implementation and 
operation of trustworthy applications and 
compute environments 
Cyber Security capabilities marry expert cyber secu rity skills and leap-ahead 
technologies to anticipate emerging threats and eff ectively manage continuously 
evolving global-scale risks.

Cyber Security should help government 
agencies be even more proactive , moving 
further upstream in the flow of data, to 
mitigate risk before it can be introduced into 
an enterprise. 

Cyber Security should use 
intelligence to shorten the 
detect-to-respond time 
and improve the risk from 
zero-day attacks.  

The issues and considerations of 
trustworthiness among jurisdictions, 
business partners and nations is profound 
and the need for higher confidence in 
security systems is growing. Cyber 
Security should improve systems health, 
reduces fraud and vulnerabilities and 
mitigate breeches 
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Cyber situational awareness notional description
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Courses of Action 

Threat Indicators/IW

Geo-
Understanding

� Phishing attacks 
and malicious 
URLs

� Social networking/ 
blog leaks & chatter

� Domain name flux 
� Malware triggering 

and analysis
� Counterfeit goods

� Phishing attacks 
and malicious 
URLs

� Social networking/ 
blog leaks & chatter

� Domain name flux 
� Malware triggering 

and analysis
� Counterfeit goods

Cyber intelligence coupled with “Dynamic” Cyber Defe nse turns insight of 
your operational stance into organized action that reduces the time to 
respond and increases mission resiliency

FDCC
SCAP

FW Mgt
AV

A-SPAM

Data Flow Analytics
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Our POV:  Improved Posture -- Shorten 
Sense/Respond Time 
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Strive to move CyberSecurity to be More Proactive, P redictive and Enhance
CyberIntelligence for Early Warning, Situational Aw areness, and Defensive Posture 
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The role of information sharing

• Command and control
• Warfighters
• Intelligence community 
• Law enforcement 

community
• Allied nations
• Government agencies
• Industry
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� Ability to collaborate across different 
security levels 

� Unclassified
� Confidential
� Secret
� Top Secret

� Ability to apply collaboration across 
discrete sensitivities

� Unclas Rel FBI
� Unclas Rel ICE
� Unclas Rel NYPD

� Ability to apply collaboration within a 
security level

� Secret Rel X
� Secret Rel Y
� Secret Rel Z

All stakeholders centered around a data-centric, 
multi-level security architecture:
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A multi-faceted cyber security strategy

Dynamic information assurance

Enhancing traditional security by combining analytics, decision making tools and 
predictive security mechanisms; Looking over the Horizon; Work toward 
Attribution; Develop Intelligence

Situational awareness

Seeking out the indications of malware and attacks and organizing a quantifiable 
response; Combine Data Flow and Internal/External understanding; Monitor 
internal and external. Expand your awareness

Threat management

Architecting and engineering applications and systems to be resilient in the face 
of known and unknown threats; Use compliant and tested solutions and 
technologies. Plan for redundancy. Know, flow down requirement and challenge 
critical infrastructure support/contractors
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Questions?

Henry Horton, CISM
Partner, Cyber Security
Accenture National Security Services
703.675.9498
Henry.H.Horton@Accenture.com

Manage it For MeHelp Me Do ITWhat should I do


